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IP Hash  -y-v
55> 3o VSphere Enterprise Plus ¥ 5 48" Slaiy Sy ol 3 (K58 Switch &7 550 5o

Hash waie 5 T HP oysT alul (3l peile (aeSSal 5 wconl b5, o2 P Hash sl
S S8 Sl eslizal Jlaiml s Sle 4 Lpd o Jloyl slie 48 b,lS (65, 5 s o
3l (S n [P 3T ol (6 3lomn ile G315 S5 Ojle 4 il oo Rl 31 o sline S 58
Stack Clebas S50 SWItch g5y » b sy opl 53358 0305 5 s Sogline S5 S )8 ki
Virtual Switching L , Cisco Nexus ,s Virtual Port Channel usb 0T lagd oSS L
CCNA ; CCNP (R&S) wbS™ 4 i SleMbl ¢l ) 554 | »1 Cisco Catalyst 6500 s System
UM (o bl o b i€ S phailen Cbls 4 57 b (Lol anrl o ol fadl gl oige 45 55 (DC)
ol Azea LU 53 VM L (63l 01,87 a8 Slej o g oo 03ls e aKs 0,87 & (g5, Client
Ether { , Port Channel (b o)l 3lcsen Sladss 4 5L oy opl 5o oSl WTHE Hlaw S,y
il J S e Switch ¢y, IP Hash Wb 5 ol S 58 Switch g5, » Channel
Load Base Teaming (LBT) or Physical NIC Load  -¢-Y
w3l ey opl A e Jes (SO0 4 D587 L 5 5 ee bl Physical NIC Load  LBT
Card s LSS (30 Sec) ast oL ,» 53 ESXi .5l vSphere Enterprise Plus .Y 5 VDS
Lo )3 gy 5 3k 3|t dGE S, O e 5,V S o 3 S o gy 2 5 (S8 S s,
ol s s e polasl s (S0 aKs L8 4 Port ID alul 1y (gl cniile ¢SK31 5 «(75%)
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Link Aggregation Control Protocol (LACP)  -o-¥

o) 53wl Lzl B VDS (g5, 5 Lts LACP .ol ous &15] day 4 VSphere 5.5 el 55 53, o
S S 5 S (Negotiate) Lo Su L s ol Bl s (S 58 Switch LESXi i,
sslizw| Source/Destination IP Hash g’-’i))i“ Y gome S o Ol K31 5 Uyl sl 1, Hash
64 Olg oo S1u=VDS a6y, .48 oo Sliy Ssless 59y S 3 LACP j5vSphere 550 s
SWLACP .5 50 51132 Link Aggregation ol g . ;S1u~Host ,» <5, » s Link Aggregation
LACP « S5 &S 53 6yl pliiun Slazis Oy go )3 3405 SS 58 Switch s » Ol Jlesl 4
5 8es alS 5 oS 1y Sl 05,8 S = 53 (S0 Switch LESXi 1,5 .ol iy oo i

ol o deT 355 oo Sluziy VSPhere 3 &8 ola pay p) Jsde 53 .aiS o 6,5 s

Destination IP Source [P address VLAN Source port ID

address

Destination IP Destination Source TCP/UDP Source MAC

address and TCP/UDP port port address

TCP/UDP port

Destination IP Source IP address Source IP address Destination MAC

address and VLAN | and TCP/UDP port | and VLAN address

Destination IP Source and Source and Source and

address, TCP/UDP destination IP destination IP destination IP

port and VLAN address, TCP/UDP | address and address

port and VLAN TCP/UDP port

Source and Source IP address, Source and Source and

destination TCP/UDP portand | destination IP destination MAC

TCP/UDP port VLAN address and VLAN | address
Explicit Failover  -1-Y

Active Ll 3 1) Sl G ,)l8 OlF o il wil &Ki Oy pae Host & S5 o
BT Oyl 4 45 sl 4K &, 87 5l sz ool s 4 Unused J- 515 ,1 3 Unused s Standby
S oy 534S 35 oa e5lizl 8 $SG1 5 (5l (sl Y yene Standby 5 Active Il .5l
Sy Slebas o b &K s e sk 555 s e3lizul Standby S &S 1 Active s o8 s
oLzl Management !, Standby s & 8 ;1 5 iSCSI ¢Sl 5 (¢l » Active i &,8 5
&,8 51 s Management ¢Sl 5 gl Active aKs S8 51 ol oS s o b )3 3 5d
Ko s S8 51 eaSls LIS K ja ol B Sy 43 358 e 03Lizul ISCSI (1, Standby s

s S gl 3 S a8 (gLl Jiia 9555 o oslais
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Load , Failover (NIC Teaming 4 ¢ « NSX ,ijile 5 ol cods 48 lan 4 55 L
«en Unicast &b s )l S aw baasy Jloyl 51 VXLAN G5, 5,05 e Balancing
5545 Jlo,l 1y Ethernet Frame glaaia 5 dizus byl s K0 L Unicast &) e WVTEP
S, bl Kos aw 4V s pdis L dal sy (Layer 3 Segment) aw 4 isy o STl ol
Jloyl S 58 Switch 4 baazas Multicast Sl s .l Jle I Unicast glaaiu 6T aen 4 LL oS
S 3 548 e Jluyl (Aies 05 5 sie &5 olHost « Multicast ¢Sl 5 0T 5 b 5 5 355
Host S5 & ¢Sl 5 0T G b 51 e 3 355 o0 Syl adeie HOSt S0 4 42 ¢ 1) Hybrid
(NIC Teaming _.l.| , VXLAN , VTEP (NSX SRles Slsiy ) doder 53 2580 dl
&35 VTEP ¢ 2815 lins 4 Multi-VTEP .ol os o515 s Load Balancing , Failover

el (S5 S )8 a

Teaming Type NSX Support MUIStlllII))lso‘:tI‘Ep VXLAN Mode
Originating Port ID Yes Yes All
Source MAC Hash Yes Yes All
IP Hash Yes No Hybrid & Multicast
Explicit Failover Yes No Hybrid & Multicast
LACP Yes No All
Physical NIC Load (LBT) | No N/A N/A

VMware NSX and Physical Networking -A
Ul S5 St bl 83ln St 5 o S S5 4t s 4 WHOSE oy B (55051 512
b ol a Ks Sole a4l Olejle Gl 4 @il Jlaw SC 8 4SKd >1b bl )5,
S e (56 A 1B sl axbls L NSX oSt oSGl 5 a8 Slas 5l 1) 3550 4 o suains S0
Oleabl Cb 51 (S5 St o1b 53 cpmen il b 1 NSK slajls wl (K58 oSt
(L sl 3 5 b (Delay) =0 5 (Speed) ce o «(Performance) s Slee «(Reliability)
,lpwmpu\;@\ij,wﬂ;@ S5 iSs S S s W OT Dol 4 3B NSX 1 3le 5
1G o 5110G Gl 4 St shoy 510 pmlio o SO0 S ST s 0T 2alS” 4,56 NSX
S S b 53 b )l (S5 A s e 131 3B NSX Sl s 5 Sty
oS Sy 5 FOWT Sy ke NSX 15l 5 3l eslital Sy o 53 487 ubls ar 5 il .ails (634 5 5
D G b Sl b 5 b g ol by 5 S0 (SO 58 1S 5L NSX 1l 5 5 5 s
Layer) aw 5 95 4¥ is~ d> 51600 Byte MTU I slziy asbe bbb aels Jgs,061, 5L
35 L s o Kialen VMware NSX U Arista Jte |l sl s 31 odn .ol (2,3 Multicast
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5«3 5 (Traditional Three-Layer) gla¥ aw s Lol g lors ¢ 5 53 co3ls ST S b
e 5 (6 2y #Lie Traditional Three-Layer (s laxs )5 3,05 55> 5 (Spine and Leaf) 5,

250339 5 (6 s 6 pds b 5 s pdsollil Spine and Leaf ;s Js ool s

Traditional Three-Layer -1-A

s* 5 pod 053 O 5 xee by, 0T 5368 L 0 S w1y gl 4w (g lans ¢ 2w 0315 ST 0
Access ol ;s 9 Aggregation (Distribution) g (Core Ol e Jold (g lene opl L5
35 4V )3 ails bl 5l 6,8 gl 6l STP JSG5, 51 Access s Aggregation &l juas o .5 shus
TP oyl i 4 (5L S0l O 5 L g o 0315 anw 5 PO 2 0553 WVLAN L5 55 s eslizal S
o STP Jle I LS o s apod 0553 415157 ba 5w 01K cisl Default Gateway &le ks
Jle 55 .48 o 3 gkeun |y VLAN &S5 55 455 551 (6l oo adiaans 5 S 03zl (631 g0 Il sl (Lo oo 1 Ll 55
45,6 STP Cussuos  ade sl 1, Virtual Port Channel (VPC) (6555 5K &S 5 Yo N s
o3 g e VPO S o a3 SWILCH s lio 1 pomse o iz ool OISl 487 ol (S5 5 VPC s 505
« Access Switch ;I 1, Uplink Active/Active sls s 5 1S o Co pde 355 5 45,5 STP i1, s
S5, VPC (634555 5l ealinal b3 oo (5 s 02 3 5 30 b sligy 51 5 48 0 o0l 5 Aggregation
Slugslome (559555 G L Yo ¥ Jlo 51 58 e o5lizul Fail-Safe gl 5 5585 O 528 4 Oloeen STP
5 o 513 55 4 s pod 0s)3 wesls S e b 5 OT 51 S 4T (55lwe 3 5 4Kl ¢ Slnlons
s Core &Y b Access oY 5115 6555 35 4 auls 4 55 (5455 ol Liph 4, il g e
248 Llaiobml ) i 6y i Sl L wbiae 51 5870 poOI G bl g o 0313 S e pde 5T 5
S 3 AT 4 Wy1s 51 3 sy 65y » WVM I (gl a8 gazee L si 23 Samaid o)lss bl bl
bl b sl a8l 5L 5 Sllas (adlgo 55 (6 ,ed & SG1 Ok died glmler BB K5 s 4
DRI 4 e ST L pd oo 55 by e Ole )3 $16 55 63,5 Gl ot (63l lmn Slays o

a5 50 gty BB 5 oS 6B el 0 s e 4 (SO i 55 o+ Bast-West oSGl 5
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Spine and Leaf (Leaf-Spine)  -Y-A

@‘k)).))‘))ﬁju‘)jﬁ&ﬁﬁﬁ-t’}OKJKJQA6‘41&@6)‘»&6@‘}))-&4:.5.?45‘)}5\».&
Lssgios cpl 2 ade gl ol Clos &Sy jne o5 Leaf-Spine (golens ¢ b 05us 0315 S50
51l e (Spine) YL 4N Sl sgas 51 eSS a4 (Leaf) j5omb 4 55 55 50 5gas » Clos glaY
s s> Leaf-Leaf 5 Spine-Spine & j\WdLﬁ!@Aj;pMFull-Mesh Sidns Gk
Ly p Jdie By O gomen oaolaus 4 45 555 0 ACCESS S s Jols Leaf oY sl aslw
WY Sl alod Ol 515 Jlasl ol s 55 5 uS o Jas 4Kl a5 Li b O L3 O 52 Ol 52 4 Spine &Y
IS B ssbi w5 YL aY Sl Ol S5 Sy g0 4 K15 L 5 Sl J s Leaf
Sl o 2l osls 58 0 il 53 aKs LIS 51 (STl ds s L 0358 Ogame YL 0¥ Sl g
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o 035331 K5 SPINe jgans oSG il o3l b bl 3 AuT 5 (358 meamnd Olo3 5 )3 Jlab S
e Sl 3l 5 zalS sl Y Ol b sl i3l 4 aeie a5 AL oo iol 531 UPIINK sl 4 55
G Ol 5 oo il a5 3y g0 oKis Glay 5 b b S5 45 . (OVersubscription) ¢Sl <o b
33 S ole s gas Jlael 0T @ 1) &K Sladss 5 3 505 5L51 SPINe 5gowi ,a 4 Jlasl 3 b i Leaf o
o Sylems b s i€ oS shailen 3l e g 1) S G, AT (golers ol 5 1S 5 drw s
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515 Sl UpHinK 53 (gl,1s 457 ACCESS g2 ¢S5 ame 53 .S oo 3 5ckn |y 455331 (sls ¢SC (aSs
Shortest Path Bridging 1t o Kl sls IS5 5 » Leaf-Spine (s laas a8 o o5lizal T 31 S
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51 6,55 45 Transparent Interconnection of Lots of Links (TRILL) S s el
WY s 5 b e s S5 5,5, 4 LTRILL 5 SPB (sla |55 .ol STP o Kr G5
Lial g5 o3l 53 Y glaolans 4 b S5 ool bled o 25 STP oSl 55 Y Lolans (gl s au
sl ob s |y WEthernet Frame «7 sls

s Leaf-Spine (s lene 5l oslial & (s eI NSX 153l 5 55 coitd i€ lao 4 55 |

Rack Design  -Y-A

L by g den e sk 55055 0 olaano 5 5 il B LRACK 15 53 by g e 1k 5 oLl 61
o 3 Soge 536 s s LRACK 0l w5 &) s b SL s, 8 s Rack ¢ J=1s o
Single Point Of Wl K5 &jle 4 diph z ol o j2s e 5l 3l Lo Rack oS abis 5 55,
S sged I35 b Spd SB b by e DLl ol lp e 3L @B > e Failure
SWas e Jle sk 355 Cyley 55 m S5, Soles S S 5 bile Lo 5 o Glaggiie s
NSX Rack ~I,b ;5.4 ,ls Workload Cluster 4 ¢ s 220 1/0 4 5L Edge Cluster « b
Sl €K e g e S lRack 3, Work ; Edge Management s .\
Rack ;s s YL Switch « LUplink 5 b 51 b LHOSE €457 3 505 3lo 65 o1 0155 o 0313 50
3 b oT &, s Switch g5 4 Xws Switch TOR s .55 Jes Top Of Rack (TOR) olea L
oomen .3 g5 o3lizwl SWitch & Host L i sl , Port Channel (LACP, VSS, vPC) slas5 4 25
s Host o oS g5 S etz Stack slags 455 515 bl 55 Ka b 4L WTOR Switch
Aol rale Al |y e 5 (65bes sbauile GLWVLAN Cledbl b uil Trunk b Switch
b, !, TOR Switch Jl> .4z Joes Leaf ¥ laSwitch 4 4,05 5l sRack ;s 57 ;WHost
ol ooled 53 a8 iy 4 55 bkl ealinul aw 4V slaeSd 51w L Spine 4 Y L Core Switch L
wMotion « by s GWVLAN _sles 4Kl 00 NSX (g jluesly 43554 culey Redundancy b
at § Cpoman Nsd (o a0 L 50 BRACK aled js (il a5 555 0 40 s ... s Management
S ol 6 S s 5a5 6,5 sl LRACK 5 oslizal L6 & 5 Lol GWVLAN 3 2.8 5148 555
Jle yshay 355 033 s aw wY (53, L5 o 55 VMotion ¢Sl 5 487 Sl cpl 5405 359 bl s




Sl Gy 53 ol 3 bl JUET s gd 03 s Sule 4y g8 K s Lol K1 (b il
NSX Jij3le 5 (sl 48 Codls aom g il sl VMotion &Sl 5 Jlayl 580 g (S5 K8 St
Cpomat 3 5 5l 3 95 4N LS uRackmoﬁjdjj: Rack . ,5 NSX Controller s 3é » 4o s
3gasodalin 3 olas 5315 T ob s 0 g5 s RACK ¢S5 J51s GWVLAN 0l 5 o JS o5 K s

13 g0 o WSC31 5 Ko 51, 0T 5 Ly 5 VLAN &5 015 o oS50 5 o (s e 5o

External Extarnal Extarnal
cannaction u/:v connaction connaction
3 [a] 4

Stretched Stretched
management cluster management cluster g::t:?emeni
Awailability Zone 1 Ayailability Zone 2 (4 ESXI hosts)
{4 ESX] hosts) B=——HI=——K=| | (4 ESXi hosts)
Stretched shared Stretched shared
adge and edge and
compute cluster compute cluster Ec?i%:a:dcluster
Aailability Zone 1 Availability Zone 2 {4 ESXi hosts)
{4 ESXi hasts) {4 ESXi hosts)
|
Availability Zone 1 Availability Zone 2
| 1
Region A Region B

VTEP IP Addressing  -£-A
@y Je 5 glas 5 5 s o3lial (Manually) gws Sl 1 sl s i SlaSiis 53 P as L ysT 6l 5
S TP s s kiS o oslinal zws TP as )3Tl 4K O ke i VMKernel as 5T
4 4= 5 L .3 gad o3kl Manually s DHCP JP Pool ;i 0ls « VTEP 5 .ol sline 25" VTEP
s 35 oo plosl NSX Manager L 5 5187 55 &y gz VTEP (5l ) 5 Sl Slbas 038 (laaniS
5L Blse 55 St e STl cpl b Js o) oo 5 4 L g oS VTEP 5 zws Sl as e ysT
Olge 4 IP gla )3T 51 a5L ¢ TP P00l s .l b olSal ol cpl sl atils  zws 25 0T 4
&l Geomad ol NSX Manager odge s o ysT il 5 &y e 5 0 5,5, VTEP (sla 5T
39548 JSEIIP Pool s .5 55 03izul [P Pool a5 v a7 0l 5 o+ ;5 NSX Controller la . 5T
015 DHCP (a3 o psT Sl oslizal b .ol & slize (SVLAN (51,1 & slite (gl 5T jleslial pude 3,15
| > 6 Router L Switch dle 4t (laol&ans (55, 45 550 Lasie IP o34 ¢S VLAN a6l
5,55 oslizwl DHCP Server | Js 5 gas eslizul DHCP I WL Manually a5 )57 ¢l Jl .l

Seslizal b 0l e OT 31 dm 5 3,55 y3T HOSt padeiin Oloj oo 1 dms 45 558 00 Easl ol oy
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User Interface 3 b 51 K5 &obe 4.3 50 <GP v ysTvSphere VTEP 4 0l b L Ol s
s el s (25 53T 015 e (UT)

VMware NSX Installation Step By Step -4

33,8 oy 1 OT (S35 iy b ol L5 0358 el 5 NSX 1 jolo 5 Calimn (laadd 3o v 0 57 () 31 3
Oloa b (3 ke Connd 3 53 i NSX 15310 5 (2 ke Cnd il il el 0 001> el 5 65 ) shailan
i 3l m 355 Deploy wCenter Js1s L 40 ol 2.5GB & OVA L6 ¢S, NSX Manager
&l ply 35 b W es e VMKernel Oles U ESXi 4t 55, » Host Modules &L NSX Manager
Kernel UWA Jols ods i€ & shilen aail 3o -pl .S 03LT NSX Controller &) s Jlas!
Data . bls,l b 33 8 uai NSX Controller wb ESXi 0us o3lT 31 jw .dizws ... s Module
Cd S5 5,8 o &y 50 NSX Manager Lw g ol opl.555 15, Management Plane ;Plane

@‘GMT%JS'MI’_)J)&)JNSX L;‘\.Afu.‘}ﬁg.ﬂ@)‘&s

Need These Information

1 | Name and login to vCenter Server (5.5 or Later)

vSphere Host (ESXi 5.0 or later) (Highly recommend for VXLAN Unicast Support 5.5 or later)
VMware Tools installed in all VMs (Need for Endpoint and Data Security)
IP information for NSX Manager

IP information for NSX Controllers

IP information for vSphere Host VTEPs

N (O |01 (s W N

One or more Transport VLANs

8 | Data Stores for NSX Manager and Controllers

osls A VMware NSX-V 6.4 )\J'.é\(aji $lp Calites claadd 3o (o)l Bl L i 55 Jgd o
S 0315 S 0 a8 555 o 0slinul (6 2i CPU s Memory L NSX Manager | g, se 55 .Sl ol

AsL asls 2000 VM 1 i b 5256 Hypervisor ;i

Appliance Memory vCPU Disk Space
NSX Manager 16 GB (24 GB for larger | 4 (8 for larger NSX | 60 GB
NSX Data Center for Data Center for
vSphere deployments) | vSphere
deployments)
NSX Controller 4GB 4 28 GB
NSX Edge Compact: 512 MB Compact: 1 Compact, Large: 1 disk 584
(Distributed logical Large: 1 GB Large: 2 MB + 1 disk 512 MB
router is deployed as Quad Large: 2 GB Quad Large: 4 Quad Large: 1 disk 584 MB
compact appliance) X-Large: 8 GB X-Large: 6 + 2 disks 512 MB
X-Large: 1 disk 584 MB + 1
disk 2 GB + 1 disk 512 MB
Guest Introspection 2GB 2 5 GB (Provisioned space is
6.26 GB)

Y



vmware® vSphere Web Client

14

Install NSX Manager

Updated at 11:31 AM ) | [ Launch vSphere Client (HTMLS) | | Administralor@VSPHERELOCAL ~ | Hep~ | (NS

Getti

(5) Recent Tasks I@(ﬂ) Recent Objects

vmware® vSphere Web Client

#

Whatis vCenter Server?

vesATestlocal | fly £ %@ g | &acvons - #
]
Summary Monitor Configure  Permissi.. Datacent.. Hosts & .. VMs Datastores Networks  Linked v... Extensions  Update . g
g
=
© |3
=z
vCenter Server allows you to manage s
multiple ESXESXi hosts and the virtual a
machines on them. Because these ﬂ
environments can grow very large, vCenter ﬂ
Server provides useful management tools
like the ability to organize the hosts and virtua
machines into clusters with vSphere DRS =
and vSphere HA Wultiple vCenter Server ;
systems can be managed by the vSphere =
‘Web Client so that their individual inventories 3
can be presented and managed under one ®

“pane of glass™.

AnyvCenter Server systems for which you

have privileges and that have been registered

with the Lookup Senvice, or added manually
with the vCenter Reqgistration Tool in the
Administration section, will appear in your
inventory to the left

vCenter Server

Basic Tasks

7 Create a folder
Create Datacenter

Explore Further

Leam more about folders
Leam about datacenters

.53 Deploy 1, OVA L6 bl

Updated at 11:31AM O | [ Launch vSphere Client (HTMLS) | | Administralor@VSPHERELOCAL ~ | Help~ |

VCSATestLocal | 1 tp Eg | Eaactons -

Getting ... | Summary Monitor Configure

[Z) Actions - VCSA Test Local
iy New Datacenter...
7 New Folder...

® Deploy OVF Template
Export System Logs...
l@ Assign License

Settings
vCenter HA Settings

Tags & Custom Affributes »

Add Permission...
Alarms

Update Manager

Permissi.. Datacent.. Hosts&.. VMs Datastores MNetworks Linkedv.. Exiensions Update...

Whatis vCenter Server?

vCenter Server allows you to manage
multiple ESX/ESX hosts and the virtual
machines on them. Because these
environments can grow very large, vCenter
Server provides useful management tools

machines into clusters with vSphere DRS
and vSphere HA Multiple vCenter Server
systems can be managed by the vSphere

can be presented and managed under one
“pane of glass”.

Any vCenter Server systems for which you

with the Lookup Senvice, or added manually
with the vCenter Registration Tool in the
Administration section, will appear in your
inventory to the left.

like the ability o organize the hosts and virtua

Web Client so that their individual inventories

have privileges and that have been registered

13 ssaiboid U)ok () by,

SUEy (o)

vCenter Server

Basic Tasks

#7 Create a folder
Create Datacenter

(5) Recent Tasks

¥ (11) Recent Objects

Explore Further

Learmn more about folders
Leam about datacenters



¥4 Deploy OVF Template ) M

1 Selectiemplate Selectiemplate
Selectan OVF template.

2 Selectname and location

J Selecta resource Enter a URL to download and install the OVF package from the Internet, or browse to a location accessible from your computer,
such as a local hard drive, a network share, or a CD/DVD drive.

4 Review details

5 Selectstorage (JURL

6 Readyto complete ‘ "]
(») Local file

Browse... | 1file(s) selected, click Nextto validate

A Use multiple selection to select all the files associated with an OVF template (.ovf, .vmdk, efc)

Next Cancel

¥l Deploy OVF Template

Selectname and location

+ 1 Selecttemplate
Enter a name for the C\VF and select a deployment location.

2 Selectname and location

3 Selecta resource Nama |VMware-NSX-ManagerJS.4.4-1119??56

4 Review details g
Filter | Browse |

5 Selectstorage
Select a datacenter or folder.

6 Readyto complete
w [5] VCSA Test Lacal

Back Next Cancel

\itd



¢l Deploy OVF Template 2) b

v 1 Selecttemplate Selecta resource
Select where to run the deployed template.
+/ 2 Selectname and location

3 Selecta resource S G
3 scectasoue [ p—,y

4 Review defails

Select a host or cluster or resource pool or vapp.
5 Selectstorage

v [l Test

6 Readyto complete N @ 0

| 1

v 16

r @ 17

Back Next Cancel
¥4 Deploy OVF Template on

v 1 Selecttemplate Review details

Verify the template details.
+/ 2 Selectname and location

3 Selecta resource ) ) ) o L )
& The OVF package contains advanced configuration options, which might pose a security risk. Review the advanced

4 Review details configuration options below. Click next to accept the advanced configuration options.

5 Acceptlicense agreements Product NSX Manager
6 Selectstorage \iersion 6.4.4-11197766
T Select networks Vendor Vivware. Inc.
8 Customize template Publisher © VMware\ Inc. (Trusted certificate)
9 Readyto complete Download size 25GB
) : 3.3 GB (thin provisioned)
Size on disk
60.0 GB (thick provisioned)
Description NSX Manager is the centralized nefwork management component of ViMware NSX for vSphere. Vidware

NSX is the network virtualization platform that delivers the operational model of a VM for the network to
fransform data center operations and economics. NSX Manager is installed as a virtual appliance on any
ESX™ host in your vCenter Server environment. You should install the NSX Manager virtual appliance on
an ESX host separate from your NSX components. You may use the NSX Manager Appliance Management
|Jser Interface, Command Line Interface and vSphere Web Client User Interface to install, configure and
maintain NSX components.

Exira configuration keyboard typematicMinDelay = 2000000
vshield.vmversion = G.4.4
wshieldymtype = Manager
wshieldymbuild = 11197766

Back Next Cancel

v



¥4 Deploy OVF Template

o

v 1 Selectiemplate Selectstorage
Select location to store the files for the deployed template.
v/ 2 Selectname and location

3 Selecta resource Selectvirtual disk format: | Thick provision lazy zeroed v |
v/ 4 Review details

Thick provision lazy zeroed

Wi storage policy.

+ 5§ Acceptlicense agreements Thin provision
ot : (] Show datastoras from f —
Thick provision eager zeroed

]

T Select networks

[ Datastores ‘ Datastore Clusters

8 Customize iemplate

9 Readyfo complete ® (& \Q Filter M
Hame Status WM storage policy Capacity Fres
04| 11 Local @ Normal VM Encryption P | 54675 GB 4456 GB
1 i 3
i 1Objects [4Copy+
Back Next Cancel
¥ Deploy OVF Template 2 »
v 1 Selectiemplate Select networks
Select a destination network for each source network
+/ 2 Selectname and location
v 3 Selecta resource Source Metwork Destination Metwork
v/ 4 Review defails Management Network [ VM Network E
+ 5 Acceptlicense agreements
v 6 Selectstorage
T Selectnetworks
8 Customize iemplate
9 Readyto complete
IP Allocation Setfings
IP protocol: IPvd IP allocation: Static - Manual €@
Back Next Cancel

YA



¥ Deploy OVF Template 3w

+ 1 Selectiemplate Readyto complete
Review configuration data
+ 2 Selectname and location
w8 B aTET Name VMware-NSX-Manager-5.4 4-11197766
v 4 Review details Source VM name VMware-NSX-Manager-5.4 4-11197766
" 5 Acceptlicense agreements Download size 25 GB
Vv 6 Selectsiorage Size on disk 60.0GB
+ T Selectnetworks Datacenter Test
+ & Customize template Resource 172.29.8.11

il 9 Readyio complete

-

Storage mapping 1

» Network mapping 1

» |P allocation settings IPv4, Static - Manual
DNS Server list = 192.168.1.22
Domain Search List = Test Local
Default IPv4 Gat: 192.168.1.1
Default IPvE Gat V=
Hostname = nsx-manager

. Network 1 IPv4 Address = 192.168.1.23
Properties

Network 1 IPvE Address =
{ 1 1Pv6 Prefi
< 1 Netmask =
Enable SSH = True
NTP Server List = 192.168.1.150
=False

55.255.255.0

Back Finish Cancel

.3 45 5,09 Admin ! , Password IP DNS Server JP NSX Manager .U YU cws s

[¢] Recent Tasks -
- (a
Task Name Terget Status Initiator Queued For 1 Completion Time Server

Power On virtual machine &1 VMware-NSX-Man + Completed VSPHERE_LOCAL 13ms 11 912:36:54 VCSA Test Local
Initialize powering On Test + Completed VSPHERE LOCALW 9ms 19 12:36:53 VCSA Test Local
Deploy OVF template G ViMware-NSX-Man. + Completed VSPHERE.LOCALW... Tms | 1173 912:31:16 .. R 19 12:3515 VCSA TestLocal
Import OVF package E| 1 + Completed wsphere.locallAdmi.. 110ms | 11/3/2019 12:28:50 .. 11/3/2019 12:35:15 VCSA Test Local

VMware NSX Manager Virtual Appliance




VMware NSX Configuration  -Y-4
Sy p g doto b diS e5yls 1y, Admin 5, sy s WEB a2 )51, IP NSX Manager « b

vmware
AL y
IN/N

&

h
View Summary E} Download Tech Support Log
S Manage Appliance sel 8° saciup s rest
s Manage Appliance Setlings &  Backup & Reslore
ﬁ Manage vCenter Registration ‘.'ﬂ Upgrade



L ks

Mame: nsx-manager

NSX Manager Virtual Appliance Management

I View Summary | ’ B oownioad Tech Support Log ‘
‘f,’ Manage Appliance Settings ‘ ’ §° Backup & Restore ‘
’ Manage vCenter Registration ‘ ’ 2 Upgrade ‘
L) ‘ Summary | Manage ‘
P NSX Manager Virtual Appliance CPU Free: 1430 MHZ
DNS Name nsx-manager [— .
Used: 917 MHZ Capacity: 2397 MHZ
|P Address: 23
Version: 6.4.4 Build 11197766 MEMORY Fres: 11075 M2
. —]
Uptime: 14 hours, 45 minutes Used: 4945 MB Capacily: 16024 MB
Curent Time:  Tuesday, 05 November 2019 07.02:32 AMIRST
STORAGE Free: 57.00G
U
Used: 2.46G Capacity: 59.46G
Commen components System-level components
Name Status Name Status
vPostgres Running Stop S5H Senvice Running Stop
RabbifhQ Running | swp |
NSX Management Components
Name Status
NSX Universal Synchronization Service Running {gSioou
NSX Management Service Running [ swop |
o
NSX Manager Virtual Appliance Management
’ View Summary ‘ ’ B Dovnioad Tech support Log ‘
’ '},’ Manage Appliance Settings ‘ ’ Eo Backup & Restore ‘
I Manage vCenter Registration | ’ 4 Upgrade ‘

IP: Version® 6.4.4 Build 11197766

Name: nsx-manager User: admin

& ‘ Summary ‘ Manage

SETTINGS Lookup Service URL Edit

General For vCenter versions 6.0 and above, you may configure Lookup Service and provide the S50 administrator credentials to register NSX Management Service as a solution user. Itis also
recommendead o set the NTP server for $80 configuration to work correctly.

Network
851 Cerfficates Lookup Senvice URL:
Backups & Restore

Upgrade
vCenter Server

COMPONENTS
Connecting to a vCenter server enables NSX Management Service fo display the VMware Infrastructure inventory. HTTPS port (443) needs to be opened for communication befween NSX
ISX Management Service Management Service, ESX, and VC. For a full list of ports required, see section ‘Client and User Access' of Chapter 'Preparing for Installation’ in the 'NSX Installation Guide".

[f your vCenier server is hosted by a vCenter Server Appliance, please ensure that appropriate CEU and memory reservation is given to fhis appliance V. After successful configuration of
vCenter on NSX Manager, you need to log out of any active client sessions on vSphere 'Web Client and log back in fo enable NSX user interface companants.

vCenter Server.

A



| &
vCenter Server »

Connecting to a vCenter server enables NSX Management Service to display the WYiware
Infrastructure inventory. HTTPS port (443) needs to be opened for communication between NSX
Management Service, ESX and WC. For a full list of ports required, see saection 'Client and User
Access’ of Chapter "Preparing for Installation® in the '"N3X Installation Guide'.

If your wCenter server is hosted by a vCenter Server Appliance, please ensure that appropriate
CFLU and memory reservation is given to this appliance WM. After successful configuration of
viCenter on NSX Manager, you need to log out of any active client sessions on vSphere \Web Client
and log back in to enable NSX user interface components.

vCanter Server: -
vCenter User Name: *
Fassword: *

| Modify plugin script download location

OK lamCanect

Trust Certificate? »
viCenter Server presented an S5L certificate with the following thumbprint:

B2-CECE.CCF2:B4:D4:B1:1T:BC:5ABB-DF-6B:60:98:5B:4A:D7-BE:EG:AT-81:C3.7B:60:
BO9:F0:95:31:56:36

Proceed with this certificate?

Viniware

IP: 23 Version: 6.4.4 Build 11197766

Name: nsx-manager User. admin

@ ‘ Summary ‘ Manage
|

SETTINGS Lookup Service URL Unconfigure Edit

General For vCenter versions 6.0 and above, you may canfigure Lookup Service and provide the SSO administrator credentials fo register NSX Management Service as a solution user. Itis also

Nehwark recommended to set the NTP server for 330 configuration fo work correctly.

88| Certificates Lookup Service URL: hitpsf “443/ookupservicelsdk

Backups & Restore S50 Administator User Name:  aministrator@vsphere Jocal
Status: Iy

Upgrade © Comnected 2

COMPONENTS
NSX Management Service
: VCenter Server m

Connecting to a vCenter server enables NSX Management Service fo dispiay the Viware Infrastructurs inventory. HTTPS port (443) needs fo be opened for communication between NSX
IManagement Service, ESX and VC. For a full list of ports required, see section 'Client and User Access' of Chapter Preparing for Installafion’ in the 'NSX Installafion Guide'

[ your vCenter server is hosted by 2 vCenter Server Appliance, please ensure that appropriate CPU and memory reservation is given to ihis appliance VM. After successiul configuration of
vCenter on NSX Manager, you need to log out of any acive client sessions on vSphere Web Client and log back in fo enable NSX user interfaca compongnts.

vCenter Server.
vCenter User Name: administratori@vphere.Jocal

Stafus: @ Connected - Last successiul inventory update was unknown

¥y




vmware® vSphere Web Client = Updated at 5:03PM {) | ‘ Launch vSphere Client (HTML5) | | Administrator@VSPHERELOCAL ~ | Hep ~ | (EEENS

Navigator A H

4 Back [ Home ‘
[ Hosts and Clusters ;
7] = @ B o

s and Templates.
Hosis and Networking Networking &

H storage
9_ Networking Clusters Security

Content Libraries
[Z5 Global Inventory Lists

3 | 3881601d UL oA (D)

WMs and
Templaies

Content
Libraries

Global
Inveniory Lists

‘Operations and Policies

B & B B 5 @
VM Storage Update
Policies Manager

Networking & Security

SULEly (o)

Palicies and Profiles
&, Update Manager
5 Networking & Security

Task Console Event Conscle Host Profiles Cusiomization

Specification
Manager

VI VY VI Y VY VY Y Y

&% Administration

Tasks
[T Events

& ia "R ihig L

Roles System
Configuration

47 Tags & Custom Aftributes
Customer
Experience

Improvement...

vRealize
QOperations
Manager

Licensing

@, New Search

[H saved searches
Plug-ins for Installation

@ O
Hybrid Cloud
Manager

VRealize
Orchestrator

Bl watch How-to Videos

(7) Recent Tasks ||') (6) RecentObjects

vmware* VSphere Web Client A= Updated at 5:03PM () | ‘LaunchvSphereCIlent(HTMLﬁ) | Administrator@VSPHERE.LOCAL ~ | Help ~ | [§s8

Navigator

—
5 NSX Home

4 Back

Geting Stared | summary |

Networking & Security )
e

£ Dashboard

lﬁ Installation and Upgrade

8 Senvice Definitions

" Logical Switches

= NSXEdges

~ Security

D 42DECE0D-442E-8D5G-2A57-DEFDD28076F3
[P Address:

Version:

ssalbold ul opn (o) 9

jo]

64411157768

SUWLE[Y (0}

JJ Senice Composer License Information Customer Experience Improvement Program

A Firewall
3 Firewall Seftings
@ Application Rule Manager
=, SpoofGuard
[27 Groups and Tags
~ Tools
29 Tracefow
< Packet Capture
£ Support Bundle
[ IPFIX
% Logical Switches
[3#] Flow Monitaring
Endpaint Monitoring
~ System
E Users and Domains

[l Events

(7) RecentTasks | |'T) (B) Recent Objects

License Key
Edition

Expiry

Days Remaining
VXLAN usage
DFW usage

NSX for v3hield Endpoint (CPUs)
Never

CPUs: 0, VMs: 0, Concurrent Users: 0
CPUs: 0, VMs: 0, Concurrent Users: D

Joined

Recurrence

No

Mot Applicable

Last Collection Time -




vmware* vSphere Web Client

(SN |Launmvsnherecnam(HTMLS) | Administrator@VSPHERELOCAL ~ | Help = |

£% Dashboard

@ Senice Definitions
% Logical Swilches

~ Security
JZ] Senice Composer
i Firewall
[ Firewall Settings
L_i,‘ Application Rule Manager
5 SpoofGuard
[@ Groups and Tags
~ Tools
&8 Tracefiow
<m» Packet Capture
£l Support Bundle
(3] IPFIX
m Logical Switches
(3] Flow Monitoring
Endpaint Monitoring
~ System
BL Users and Domains

[g Bwents

£% Installation and Upgrade I @’ ACTIONS ~

NSX Manager

(D) RecentTasks @ (8) Recent Objects

vmware* vSphere Web Client

Navigator

=

Groups and Tags

23/

Role

Standalone

unch vSphere Client (HTMLS) | | Adminisiralor@VSPHERE.LOCAL ~

22

Version

6.4.4.1M197766

vCenter

[ vcsa.testlocal

Navigator X Installation and Upgrade

JBack Management Host Preparation Logical Network Settings Service Deployment Upgrade
Networking & Security —_—

a NSX Home NSX Managers NSX Controller Nodes

‘Controller Cluster Status CcDo
(State
Version up-to-date @D

| Help ~

3 | ssaiboid up o (o) by,

SULENY (0)

|

4 Back

Security Groups

Networking & Security
5 NSX Home
£ Dashboard
{5 Installation and Upgrade
& Senice Definitions
' Logical Switches
=t NSXEdges
~ Security
Senice Composer

A Firewall

3 Firewall Seftings

[ Application Rule Manager

29 Tracefiow

¢#> Packet Capture
£ Suppart Bundle
IPFIX

T Logical Switches

Flow Monitaring
['23 Endpoint Monitoring
« System

[ Users and Domains

[l Events

NSX Manager: EH

(0) RecentTasks | |'T) (8) Recent Objects

IP Sets

MAC Sets

23 | standalone v

IP Range

Services

Service Groups

Gateway

IP Pools

Prefix Length

Security Tags

Used / Total

0- 0of0items

S52UB0Id UJOp (0] 1,

e}

slely (o)




MNew IP Pool

Mame *
SCateway *
Prefix Length *
Primary DMNS
Secondary DMNS

DMNS Suffix

IP Pool Rangese

IP-Controllers-Pool

1221688211

24

1921681.22

Test Local

+ aADD ] DELETE 55 ACTIOMS ~
IP Addresses
192168 1.24-1922 168 .1.26

]
b
il
T
T

1-1of1items

MNew IP Pool

Mame *

*®

Satewayw
Prefix Length ~
Primary DMNS

Secondary DMNS

DMNS Suffix
IP Pool Range

+ ADD

(I IP Addresses

IP-“TEP-PCool

12218211

24

1292.168.1.22

Test Local

EE ACTIOMNS

|:| 19216881.27-122168.1.28

0
i

1-1of1items

fo




vmware® vSphere Web Client

Navigator

O | [ Launch vSphere Client (HTMLS) | | Administrator@VSPHERELOCAL = | Help - |

Groups and Tags

4 Back  »

Networking & Security
55 NSXHome
£ Dashboard
4Gk Installation and Upgrade
& Senvice Definitions
m Logical Switches
Tt NSX Edges
~ Security
Senice Composer
PR Firewall
[ Firewall Settings
[E Application Rule Manager
I3 SpoofGuard
- Tools
&4 Traceflow
“m> Packet Capture
£ support Bundle
(3] IPFIX
i Logical Switches
[ Flow Monitoring
Endpaint Monitaring
~ System
B Users and Domains

[l Events

(D) RecentTasks ') () Recent Objects

vmware* vSphere Web Client

Navigator

fi=

Security Groups IP Sets MAC Sets

NSX Manager: E§ 23 | standalone v
+ apD

Name IP Range

O @ p-controllers-Pool 24-

) @ ipvTEP-PoOl 27-

Installation and Upgrade

Services

Service Groups

Gateway

(S |Laum:h vSphere Client (HTMLE) | | Adminisirator@VSPHERELOCAL ~ |

Security Tags

Prefix Length
26

26

Help ~

{3 ssalbold upspop, (o) [‘

Used / Total

0/3

0/2

SWLefy (o)

1-2of 2items

|

4 Back | »

Host Preparation

Networking & Security
5 NSXHome
{5 Dashboard
£} Installation and Upgrade
& Senice Definitions
E Logical Switches
= NSXEdges
- Security
Senvice Composer
[ Firewall
Firewall Seftings
@ Application Rule Manager
I, SpoofGuard
[ Groups and Tags
- Tools
&4 Traceflow
¢u> Packet Capture
£ Support Bundle
IPFIX
T Logical Switches
Flow Monitaring
[z Endpoint Monitoring
- System
[ Users and Domains
[gl Events

Management

NSX Managers

2

NSX Manager: EH 23 | Standalone v

Common Controller Attributes | eoiT

DNS Servers
DNS Suffixes
NTP Servers

Syslog Servers

Controller Nodes

Controller Node

(0) Recent Tasks ') (8) Recent Objects

Logical Network Settings

Status

No records to display

Service Deployment

Upgrade

Upgrade Status

553160 U0 (0] sy

[©]

suuelw (o)

Q, search

Software Version




Add Controller

1 Password Settings

Password Settings

Credentials for Controller

Password *

Confirm Password *

................

----------------

CANCEL NEXT

Add Controller

1 Password Settings

2 Deployment &
Connectivity

Deployment & Connectivity X
Name * Test
Datacenter * Test o

Cluster/Resource Pool *

Datastore *

Host

Folder

Connected To *

Select IP Pool *

Test v
FVILocal v
1 v

5_3_ VLAN-0 X

|P-Controllers-Pool ¥

CANCEL BACK FINISH

fv



[z] RecentTasks

Reconfigure AutoStart Manager @
Power On virtual machine
Reconfigure virual machine

Dey

emplate

est-NSX-controller-3

UMware NSX Cont
nsx-controller login:

5

23
e =

NSX Manager:

Common Controller Attributes

Controller Nodes

ADD

MName

vmware* vSphere Web Clie|

Controller Node

VSPHERE.LOCALW.
VSPHERE
VSPHERE.LOCAI
VSPHERE.LOCAI

Com

Com Of

Com

Com

Enforce US Keyboard Layout § View Fullscreen

Iler 6.4.4 Build (

Primary ~

EDIT

Peers Upgrade Status

Status

Send Ctrl+Alt

Seftware Version

6.4.41

Navigator 1 3
4 Back
Networking & Security
B NSXHome
Dashboard
8% Senice Definitions 1
b Logical Switches
I NSXEdges
~ Security
J2] Senice Composer
A Firewall
[ Firewall Settings
E!.‘Applmatmn Rule Manager
[ SpoofGuard
[ Groups and Tags
~ Tools
94 Traceflow
< Packet Capture
£ Support Bundle
[ 1PFIX
i Logical Switches
[3&] Flow Monitoring
IE Endpoint Monitaring
« System
B Users and Domains

[gl Events

[z] (16) RecentTasks '@(10] Recent Objects

t Logical N ork Settings Up
NSX Manager: 2 23 | Primary v EAM Status: @ Up
Clusters: Al ~ [(] Test | f@acTiOns~ | 4
— Currently I nstal I INSTALL NSX
[ Test 5
@ Not Installed Hosts pLL@> QA se
Nan rall Communication
[E]] Test-2 3 Channels
@ Not Installed
E1
B1
.

A

vmkNIC
Not
Applicat

Not
Applicat

3 ssauboid upiop (0)

L

suLEely (D)



[£] RecentTasks X
Iy (@ Fitter -
Task Name Target Status Initiator Queued For Start Time 1¥ Completion Time Server =
Install E 1 0% com.vmware.vim.eam 4ms | 11/4/2019 6:11:17 PM WCSA.Test Local
Install g 10 1% @ com.vmware.vim.eam Tms  11/4/2019 6:11:16 PM WVCSA. Test Local
Scan @ 10 + Completed com.vmware vim. eam 4ms  11/4/2019 61101 PM | 11/4/20196:11:15PM | VCSA Test Local
Scan Q 1 +  Completed COM VMmware vim.eam 4ms 1142201961101 PM | 11/4/20196:11:1T PM  VCSA Test Lacal
Install agent E 1 — 0% com.vmware.vim.eam ams | 11/4/2019 6:10:50 PM VCSA Test Local
Install agent D 10 — 1% com.vmware.vim.eam 13ms  11/4/2019 6:10:50 PM VCSA.Test.Local
Scan E " + Completed com.vmware vim. eam Sms | 11/4/2019610:08 PM | 11/4/20196:1024 PM | WCSA Test Local
Scan Q 10 +  Completed COM VMmware vim.eam ams  11/4/20196 1008 PM  11/4/20196:10:22PM  VCSA Test Lacal

vmware* vSphere Web Client

—
Installation and Upgrade

-

Navigator

Updated at 6:13PM {) | ‘Laml:hvSprEmCient(HTMLﬁ) | Administralor@VSPHERELOCAL ~ | Help~ |

Search

[ Firewall Settings
[Z3] Application Rule Manager

@ Not Installed

4 Back Management Host Preparation Logical Network Settings Service Deployment Upgrade
Networking & Security o=
NSX Manager: E v :
5§ NSX Home Is] = .23 | Primary EAM Status: @ Up
£ Dashboard Clusters:  All [[]] Test  @ACTIONS ~
Installation pgradt Q search

% Senice Definitions — NSX Version 6.4.41M97766
2 Logical Switches [D] Test Firewall @ Enabled
IS NSXEdges CONFIGURE
iy — @ Firewal © VXLAN VXLAN @ Not Configured

J7] Seniice Composer Detection Type View Details

i Firewall [D] Test:2

Communication Channel @ upP

&=

wmkMIC Teaming Poalicy

WTERP *

Load Balance - SRCMAC

¥, SpoofGuard Hosts ALL (2) v
[@> Groups and Tags
Name / IP NSX Installation Firewall Communication vmkNIC
~ Tools Channels
&9 Traceflow
P — ] 1 @6.441197766 @Enabled @ UP Eg;hca
£l Support Bundle
|PRIX B 10 & 6.44M97766 @ Enabled ®ur ggéhca
m Logical Switches
(3] Flow Monitoring
[z} Endpoint Monitoring
~ System
B& Users and Domains.
[@ Ewents
1-20f 2i
P 3
Configure WVXLAN Networking >
Switch * DWW S-Test ~
WA F o
MTL = 1800
wmkMNIC IP Addressing * ' DHCP
IP Pool IP-“TEP-Fool ~
NMEW IF POOL

Fail Over

Static EtherChannesl
Enhanced LACPE
Load Balance - SRCID

Load Balance - SRCMAC

CANCEL

F4

SAVE




Management  Host Preparation

NSX Managers  NSX Controller Nodes

NSX Manager  Role

Logical Network Settings

P Version

Sl ) s Olek Sl lasds

Service Deployment  Upgrade

vCenter Controller Cluster Status

vmkNIC

VIEW DETAILS

VIEW DETAILS

0 & 23 Primary 23 644197766 (B vcsatestlocal  Version up-to-date
Name Controller Node Status Peers Upgrade Status Software Version
() Test2 26 @ Connected 00 Version up-to-date 6.4.410927634
controller-5
() Test 25 & Connected (T ] Version up-to-date 6.4.410927634
controller-4
() Test 24 @ Connected (] ) Version up-to-date 6.4410927634
controller-3
NSX Manager: B 23| Primary v EAM Status: @ Up
=
Clusters: Al v [[]] Test  @ACTIONS v
Q, Search
NSX Version 6.4.41197766
[l:ﬁ Test Firewall & Enabled
@ Firewal @ VXLAN VXLAN & Configured  View Configuration
Detection Type View Details
[ Test2
Communication Channel .. @ UP
@ Not Installed
Hosts ALL(Z)v Q) Search
Name / IP NSX Installation  Firewall Communication
Channels
H T @G6L4M97766 @Enabled @up
H 10 @6441M97766 @Enabled @up

A+



VMware NSX Distributed Firewall Rule -v-1

vmware: vSphere Web Client = Updated at6:13PM () | | Launch vSphere Ciient (HTML5) ‘ | Administralor@VSPHERELOCAL ~ | Hep -~ | (CYEEE

—
Firewall

Navigator p § 4
=

g

Networking & Security ?_:
=

H5 NSXHome General Ethernet Partner Services (@) Last publish operation succeeded, 11/04/2019 06:14:11 PM +0330 3
&% Dashboard i i ) =
Rules: Total 4 | Unpublished 1 | Disabled O Sections: Total 1 | Locked O )

§G} Installation and Upgrade =3

 Senice Definitions 5] ADD sECTION €3 UNDO & MORE ~

% Logical Switches
== NSXEdges 2 (] # Name D Source Destination Service Applied To Ad

SULEY ()

N 0 Default Section Layer3

& Firewall

3 Firewall Setings 3 I H [ oN| 1 [Enter rule name] Any Any Any Distribut... ®
Application Rule Manager @ O 2 DefautRueNDP 1003 Any Any @ Pve-ICM.. Distribut 'y
Lo @ 1PVE-ICM.
Groups and Tags . .
WT . @D O 3 Default Rule DHCR 1002 Any Any [ DHCP-se. Distribut.. L ¥
+ Tools 4
@ DHCP-Cii
88 Traceflow
<@ Packst Caplure H mﬂ J 4 Default Rule 1001 Any Any Any Distribut.. [ ] :

£ Support Bundle

[ IPFIX

% Logical Switches

[3&] Flow Monitoring

[# Endpoint Monitoring

~ System

B Users and Domains

[gBwents

(10) Recent Tasks '@(m) Recent Objecis

VMware NSX Logical Switch  -¢£-4

A=

'vmware* vSphere Web Client Updated at 6:13PM ) | ‘LamchvSphEreCIlem(HTMLﬁjl | Administralor@VSPHERELOCAL ~ | Heip ~ | (CIEEEMN

-
Navigator X Installation and Upgrade #
4 Back s
Management Host Preparation Service Deployment Upgrade g
Networking & Security = =
NSX Manager: B 23| P v 2 g
EH NSX Home 9 = I Primary 3
3
2 Dashboard VXLAN Settings Transport Zones g
Installation and Upgr: =
Service Definitions o}

VXLAN Port EDIT

‘s Logical Switches
= NSXEdges Please ensure that the pert number specified for VXLAN traffic is not blocked by Firewall. &
- =
~ Security El
VXLAN Port 4789 3
JZ] Senvice Composer

M Firewall
[ Firewall Settings

Segment IDs
[E3 application Rule Manager
E SpoofGuard Segment ID Pool -
[®7 Groups and Tags Multicast addresses -

+ Tools
£ Traceflow Universal Segment ID Pool -
<m> Packet Capture
£l Support Bundle
IPFIX
% Logical Switches
[ Flow Monitoring
Endpoint Monitoring
~ System

Universal Multicast addresses -

B Users and Domains

[g Events

{10) Recent Tasks '@(10) Recent Objects

o)



Edit Segment ID Settings

Local Segment ID pool and Multicast range

Segment 1D pool SO00-50O0O0

Range: 5000-16777215
Multicast addressing OFfF C’

f_;_"\.
=
Universal Segment ID pool and Multicast range

Universal Segment ID pool |

Range: 5000-16777215
Universal Multicast addressing Off C’

)
>

CAMCEL SAVE

New Transport Zone

X
Mame * Test-Zone
Description
g
Universal Synchronization OFf C’ @
Replication Mode * .;:;. Multicast (1)

1)

Multicast on Physical network used for VXLAN control plane.
@ Unicast @)

WXLAM control plane handled by MSX Controller Cluster.

() Hybrid (@)

Optimized Unicast mode. Offloads local traffic replication to physical

network.
Select Clusters (i)
Mame NSX vSwitch Status
g Test mm DVS-Test

& Normal

oy




vmware® vSphere Web Client =

Updated at6:13PM ) | |Launl:hvSphErECllEnl(HTML.‘)) | Adminisirator@VSPHERELOCAL ~ | Help ~ | ([eqctEl]

[ Firewall Settings
L?,‘ Application Rule Manager
[ SpoofGuard

[ Groups and Tags

~ Tools

9 Traceflow

<m» Packet Capture

£l Support Bundle

[ 1PFIX

‘= Logical Switches

[3&] Flow Monitoring

[’} Endpoint Monitoring
« System

E& Users and Domains

[g Events

(10) RecentTasks |19 (10) Recent Objects

No records to display

New Logical Switch

Mame *

Description

Transport Zone: *

Replication Mode

Universal Synchronization:

IP Discovery

MAC Learning

Logical-Switch-Test

Navigator X | Logical Switches |#
4 Back | » NSX Manager: B 23 | Primary v S
Networking & Security =
EDIT ADD RE E acT =
55 NSX Home o B - - o
3
&3 Dashboard Logical Segment ID Name Status Transport Connected Hardware Scope Replicatic 3
Switch ID Zone VMs Ports Mode @
{G# Installation and Uparade Binding —
g> Senice Definitions @
% Logical Switches I
NSX Edges s
=
~ Securit @
" :
Service Composer
A Firewall

Test-Zone

) Multicast (1)

Multicast on Physical network used for VXLAN control plane.

© vnicast @

VXLAN co

plane handled by NSX Controller Cluster

Hybrid (@)

Optimized Unicast mode. Offloads local traffic replication to physical ne

Enabled @)
Disabled (P
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vmware* vSphere Web Client

Navigator

A=

Updated at6:13PM {) | | Launch vSphere Client (HTML5) | | Adminisiraion@VSPHERE LOCAL ~ | Help ~ | [eRgeEE]

& VLAN-110 | @5 | B Acions ~

Getting Started Summary Monitor Configure Permissions Ports Hosts | vus“

g 8| e | - ,
~ [1VCSA TestLocal [wirtuat [ in Fnldersl
[y Test N -
o B E B G| G- B (are
- @ DVS-Test Name 1a|Siste Status Provisioned Spsee Used Space Host GFU
= DVS-Uplink-Test ﬁb Test-1-NSX-controller-4 Powered On Normal 28.11 GB 2811 GB 359 MH
{ Test-2-NSX-controller-5 Powered On @ Normal 2811 GB 2811 GB 287 MH
ﬁb Test-NSX-controller-3 Powered On @ Normal 2811 GB 2811 GB 358 MH
wxw-vmknicPg-dvs-55-115-4e7de8d 1-7e69-4edB8-a45d-749d39062941
vmware: vSphere Web Client = Updated at6:13PM ) | ‘ Launch vSphere Client (HTMLS) ‘ | Administrator@VSPHERELOCAL ~ | Help~ |

Navigator NSX Edges [
< Back NSXManager: [ .23 (Role: Primary) |~ | =
Networking & Security EI 0 Installing 0 Failed -2
8 nsxriome . - — [ —— e
£ Dashboard This list is empty. s
9% Installation and Upgrade ,ﬁ
& Senice Definitions Ll
i Logical Switthes
_ NSXEdges :‘;
3
Senvice Composer

~ Tools

~ System

P Firewall
3 Firewall Settings.
[=2 Application Rule Manager
i3 SpoofGuard
27 Groups and Tags

=Y Traceflow
<m> Packet Capture

£l Support Bundls

[l 1PFIX

“m Logical Switches
[ Flow Monitoring
Endpoint Monitoring

B users and Domains

[ Events.

(2) Recent Tasks

') (10) Recent Obiects

New NSX Edge
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W 1 Name and descriptio Name and description
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Settings
Configure deployment
Configure interfaces
Default gateway setiings
Firewall and HA
Ready to complete

Install Type: (=) Edge Services Gateway

Prowvides common gateway senices such as DHCE Firewall, VPN,
NAT, Routing and Load Balancing.

() Logical Router
Prowvides Distributed Routing and Bridging capabilifies.
() Universal Logical Router

Prowvides Distributed Routing capabilities for Universal Logical
Swifches.

MName: & | MNSX-Esge-GW

Hostname: |

|
|
Description: ‘

Tenant:

W] Deploy NSX Edge

Select this option to creafe a new NSX Edge in deployed mode. Appliance and
inferface configuration is mandatory fo deploy the NSX Edge.

[] Enable High Awailability
Enabie HA, for enabiing and comitguring High Avaiability:
[ ] Enable HA Logging

Log lewel: IMNFC —

Back | MNext | | Finish | | Cancel
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New NSX Edge 2 pe

+ 1 Name and description Settings

Ul 2 Setiings
CLI credentials will be set on the NSX Edge appliance(s). These credentials can
v 3 Configure deployment be used to login to the read only command line interface of the appliance.

Configure interfaces
o User Mame: = [admin

Password: | FERERRER AR AR RLR
Firewall and HA
Confirm pass‘.’.‘crd: g | FEERERREEEEREREREE

L S S

4
5 Defaultgateway setings
i1
T

Ready to complete
[] Enable SSH access

[] Enable FIPS mode

[] Enable auto rule generation

Enable auto rule gensration, to automatically generate service rules to allow fliow of
control traffic.

Edge Control Level Logging [ INFO | - ]

Set the Edge Control Level Logging

Back Next Finish Cancel

New NSX Edge ) pe

+ 1 Name and description Configure deployment
' 2 Settings

WY 5 Configure deployment Datacenter: =-| Test | - |

w"' 4 Configure interfaces

Appliance Size: (=) Compact 1 vCPU, 312MB vRAM
w5 Defaultgateway setlings ) Large 2 vCPUs 1GB vRAM
6 Firewalland HA O QuadlLarge 4 vCPUSs, 2G8 vRAM
v T Readyto complete () X-Large 6 vCPUS, 8GB vRAM

Appiiance size can be modified after deplayment

N SX Edge Appliances

Resource P... Host Datastors Folder CPU Resenv... Memory Re...
Test 11 11.L... 1000 MHz 512 MB

Specifying a resource pool and datastore is mandatory for configuring the NSX
Edge appliance.

Back Next Finish Cancel
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New NSX Edge

" 1 Name and description
w2 Settings

~" 3 Configure deployment

Default gateway setings

[] Configure Default Gateway

" 4 Configure interiaces WwMIC: & ( Inf1 | = |
Y 5 Default gateway setlings Gateway 1P " 4
= E FrElerik Admin Distance: |1
" T Readyto complete

Back Next Finish Cancel
New NSX Edge 2
+~ 1 Name and description Default gateway setings
w2 Setlings

[w] Configure Default Gateway

~" 3 Configure deployment
~ 4 Configure interfaces wNIC: s [ Inf-1 | = |
¥ 5 Defauli gateway setlings Gateway IP: * 4
v & Firewall and HA Admin Distance: 1
»" T Readyto complete

Back Next Finish Cancel
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New NSX Edge

2

HName and description
Seitings

Cenfigure deployment

Default gateway setiings

Firewall and HA

7 Readyto complete

1
2
3
4 Configure interffaces
5
6

AL T S S

Firewall and HA

[] configure Firewall default policy

Configure HA parameters

Configuring HA parameters is mandatory for HA to work.

Back Next Finmish Cancel
New NSX Edge f?\ "
+ 1 Name and description Readyto complete
RGRERS S Mame and description
~" 3 Configure deployment Name: NSX-Esge-GW
" 4 Configure interfaces Install Type: Edge Senices Gateway
+" h Default gateway setiings Tenant:
. Size: Compact
+" 6 Firewall and HA
HA: Disabled
eSS B Automatic Rule Generation: Enabled
N SX Edge Appliances
Resource Pool Host
Test 11
Interfaces
vMICH Mame IP Address S Connected To
Length
0 Inf-1 32 26 SWLAN-110
Back Finmish Cancel
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Lol i BB KVM

Appliance Size | Memory | vCPU | Disk Space | VM Hardware Version

NSX Manager Extra Small 8 GB 2 200 GB 10 or later

NSX Manager Small VM 16 GB 4 200 GB 10 or later

NSX Manager Medium VM 24 GB 6 200 GB 10 or later

NSX Manager Large VM 48 GB 12 200 GB 10 or later

Hypervisor Version | CPU Cores Memory

vSphere - 4 16 GB

CentOS Linux KVM 75,74 4 16 GB

Red Hat Enterprise Linux (RHEL) KVM 7.6,7.5,and 7.4 4 16 GB

SUSE Linux Enterprise Server KVM 12 SP3 4 16 GB

Ubuntu KVM 18.04.2 LTS 4 16 GB

Browser Ubuntu 18.04 Mac0S X 10.13,10.14 Windows 10

Google Chrome 76 Yes Yes Yes

Mozilla Firefox 68 Yes Yes Yes

Microsoft Edge 44 Yes
Apple Safari 12 Yes

Appliance Size | Memory | vCPU | Disk Space VM Hardware Version

NSX Edge Small 4 GB 2 200 GB | 11 or later (vSphere 6.0 or later)

NSX Edge Medium 8 GB 4 200 GB | 11 or later (vSphere 6.0 or later)

NSX Edge Large 32 GB 8 200 GB | 11 or later (vSphere 6.0 or later)

Sols s Shee Olea 5 Sl NSX-V w4 Sl 35 4l 30 p1 :NSX-T Controller

¢SS Sl 3Loge o550 S Open vSwitch (OVS) i eslizsl L NSX-T le 5 (NSX-T vSwitch

swHypervisor b Jale a5 5, 2 Kl 5 8 OVS .45 220 Virtual Distributed Switch

a5 34 95 4 LL OVS 5 NSX-T Controller - Ll )03, b aal, ,5 :Communication
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