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50 Domain Name Server
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MSDN CreateProcess Function (http://msdn2.microsoft.com/en-us/library/ms682425.aspx).

BOOL WINAPI CreateProcessA(
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LPSECURITY_ATTRIBUTES IpProcessAttributes,
LPSECURITY_ATTRIBUTES IpThreadAttributes,
BOOL blnheritHandles,
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LPVOID IpEnvironment,

LPCTSTR IpCurrentDirectory,
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LPprocess INFORMATION IpProcessInformation
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MSDN STARTUPINFO Structure (http://msdn2.microsoft.com/en-us/library/ms686331.aspx).

MSDN PROCESS_INFORMATION Structure (http://msdn2.microsoft.com/en-us/library/ms686331.aspx).
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HANDLE WINAPI Openprocess(
DWORD dwDesiredAccess,
BOOL binheritHandle
DWORD dwProcessld
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BOOL WINAPI DebugActiveProcess(

DWORD dwProcessid
);
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BOOL WINAPI WaitForDebugEvent(
LPDEBUG_EVENT IpDebugEvent,
DWORD dwMilliseconds
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9 Process handle

80 prototype

81 MSDN DEBUG_EVENT Structure (http://msdn2.microsoft.com/en-us/library/ms679308.aspx).
82 Eyent Handler
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83 MsbN DebugActiveProcessStop Function (http://msdn2.microsoft.com/en-us/library/
ms679296.aspx).
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# raw_input("Press any key to continue...")
# self.debugger_active = False
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HANDLE WINAPI OpenThread(
DWORD dwDesiredAccess,
BOOL binheritHandle,
DWORD dwThreadld
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84 Instruction Pointer

85 Thread

86 MSDN OpenThread Function (http:/msdn2.microsoft.com/en-us/library/ms684335.aspx).
87 Thread Identifier
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HANDLE WINAPI CreateToolhelp32Snapshot(
DWORD dwkFlags,

DWORD th32ProcessID
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BOOL WINAPI Thread32First(
HANDLE hSnapshot,
LPTHREADENTRY32 Ipte

);

88 Thread Enumeration

89 Multithreade

9 MSDN CreateToolhelp32Snapshot Function (http://msdn2.microsoft.com/en-us/library/ms682489.aspx).
91 Heap List

92 MSDN Thread32First Function (http://msdn2.microsoft.com/en-us/library/ms686728.aspx).
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typedef struct THREADENTRY32{
DWORD dwsSize;
DWORD cntUsage;
DWORD th32ThreadID;
DWORD th320wnerProcessID;
LONG tpBasePri;
LONG tpDeltaPri;
DWORD dwFlags;

b
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BOOL WINAPI GetThreadContext(
HANDLE hThread,
LPCONTEXT IpContext

);

BOOL WINAPI SetThreadContext(

93 MSDN THREADENTRY32 Structure (http://msdn2.microsoft.com/en-us/library/ms686735.aspx).
94 MSDN Thread32First Function (http://msdn2.microsoft.com/en-us/library/ms686728.aspx)

95 MSDN GetThreadContext Function (http://msdn2.microsoft.com/en-us/library/ms679362.aspx).
96 MSDN SetThreadContext Function (http://msdn2.microsoft.com/en-us/library/ms680632.aspx).
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97 Segment Register
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typedef struct DEBUG_EVENT {

DWORD dwDebugEventCode;

DWORD dwProcessld;

DWORD dwThreadld;
union {
EXCEPTION_DEBUG_INFO Exception;
CREATE_THREAD_DEBUG_INFO CreateThread;
CREATE_Process DEBUG_INFO CreateProcesslnfo;
EXIT_THREAD_DEBUG_INFO ExitThread;
EXIT_Process DEBUG_INFO ExitProcess;
LOAD_DLL_DEBUG_INFO LoadDll;
UNLOAD_DLL _DEBUG_INFO UnloadDlI;
OUTPUT_DEBUG_STRING_INFO DebugsString;
RIP_INFO Ripinfo;

T

%
Sl e Sl bl 4, ol Ll b (g1, dwDebugEventCode dls 5,05 553 5 Olezstle pl 53 (65l e Sl

Ll odd e 31 Jgd 3 $Slos Caliben gls 3l 5, . SCn s Lils K 3, WaitForDebugEvent() b

3l gy A8 3l gy ST ls U !l Union laas

CREATE_THREAD_DEBUG_EVENT u.CreateThread
EXIT_THREAD_DEBUG_EVENT u.ExitThread

LOAD_DLL_DEBUG_EVENT u.LoadDlIl
OUPUT_DEBUG_STRING_EVENT u.DebugsString

% Handler
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99 Breakpoint
100 Exception Event
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if kernel32.WaitForDebugEvent(byref(debug_event),INFINITE):
# Let's obtain the thread and context information
self.h_thread = self.open_thread(debug_event.dwThreadld)

self.context = self.get_thread context(self.h_thread)
print "Event Code: %d Thread ID: %d" %
(debug_event.dwDebugEventCode, debug_event.dwThreadld)
# If the event code is an exception, we want to
# examine it further.
if debug_event.dwDebugEventCode == EXCEPTION_DEBUG_EVENT:
# Obtain the exception code
exception =
debug_event.u.Exception.ExceptionRecord.ExceptionCode
self.exception_address =
debug_event.u.Exception.ExceptionRecord.ExceptionAddress
if exception == EXCEPTION_ACCESS_VIOLATION:
print "Access Violation Detected."
# If a breakpoint is detected, we call an internal
# handler.
elif exception == EXCEPTION_BREAKPOINT:
continue_status = self.exception_handler_breakpoint()
elif ec == EXCEPTION_GUARD_PAGE:
print "Guard Page Access Detected."
elif ec == EXCEPTION_SINGLE_STEP:
print "Single Stepping."
kernel32.ContinueDebugEvent( debug_event.dwProcessld,
debug_event.dwThreadld,
continue_status )
def exception_handler_breakpoint():
print "[*] Inside the breakpoint handler."
print "Exception Address: 0x%08x" %
self.exception_address
return DBG_CONTINUE
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0" Hardware breakpoint
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my_debugger.py

102 MspN ReadProcessMemory Function (http://msdn2.microsoft.com/en-us/library/ms680553.aspx).

103 MspN WriteProcessMemory Function (http://msdn2.microsoft.com/en-us/library/ms681674.aspx).
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104 MSDN GetProcAddress Function (http:/msdn2.microsoft.com/en-us/library/ms683212.aspx).
105 MSDN GetModuleHandle Function (http://msdn2.microsoft.com/en-us/library/ms683199.aspx).
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printf_loop.py
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my_debugger.py

class debugger():
def __init__(self):
self.n_Process = None
self.pid = None
self.debugger_active = False
self.h_thread = None
self.context = None
self.breakpoints = {}
self.first_breakpoint= True
self.hardware_breakpoints = {}

108 Exception

197 Context Record
108 Single-Step event
109 Exception Handler
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"0 python Dictonary
"1 Flags
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my_debugger.py

;:.Ilass debugger():

def get_debug_event(self):

if self.exception == EXCEPTION_ACCESS VIOLATION:
print "Access Violation Detected."

elif self.exception == EXCEPTION_BREAKPOINT:
continue_status = self.exception_handler_breakpoint()

elif self.exception == EXCEPTION_GUARD_PAGE:
print "Guard Page Access Detected."

elif self.exception == EXCEPTION_SINGLE_STEP:
self.exception_handler_single_step()

def exception_handler_single_step(self):
# Comment from PyDbg:
# determine if this single step event occurred in reaction to a
# hardware breakpoint and grab the hit breakpoint.
# according to the Intel docs, we should be able to check for
# the BS flag in Dr6. but it appears that Windows
# isn't properly propagating that flag down to us.
if self.context.Dr6 & 0x1 and self.hardware_breakpoints.has_key(0):
slot=0
elif self.context.Dr6 & 0x2 and self.hardware_breakpoints.has_key(1):
slot=1
elif self.context.Dr6 & 0x4 and self.hardware_breakpoints.has_key(2):
slot = 2
elif self.context.Dr6 & 0x8 and self.hardware_breakpoints.has_key(3):
slot =3
else:
# This wasn't an INT1 generated by a hw breakpoint
continue_status = DBG_EXCEPTION_NOT_HANDLED
# Now let's remove the breakpoint from the list
if self.op_del_hw(slot):
continue_status = DBG_CONTINUE
print “[*] Hardware breakpoint removed."
return continue_status
def bp_del_hw(self,slot):
# Disable the breakpoint for all active threads
for thread_id in self.enumerate_threads():
context = self.get_thread context(thread_id=thread_id)
# Reset the flags to remove the breakpoint
context.Dr7 &= ~(1 << (slot * 2))
# Zero out the address
if slot == 0:
context.Dr0 = 0x00000000
elif slot == 1:

context.Drl1 = 0x00000000

"2 Exception Handler
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113 Reset
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Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:

6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
2 Thread ID:
1 Thread ID:

3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
2228
2228

[*] Exception address: 0x7¢901230
[*] Hit the first breakpoint.

Event Code: 4 Thread ID: 2228
Event Code: 1 Thread ID: 3704

[*] Hardware breakpoint removed.
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"4 Guard Page

"5 Query

18 MSDN GetSystemInfo Function (http://msdn2.microsoft.com/en-us/library/ms724381.aspx).
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"7 MSDN SYSTEM_INFO Structure (http://msdn2.microsoft.com/en-us/library/ms724958.aspx).

"8 Memory breakpoit

9 MSDN VirtualQueryEx Function (http://msdn2.microsoft.com/en-us/library/aa366907.aspx).

120 \MSDN MEMORY_BASIC_INFORMATION Structure (http:/msdn2.microsoft.com/en-us/library/aa366775.aspx).
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my_debugger.py

121 MSDN VirtualProtectEx Function (http://msdn.microsoft.com/en-us/library/aa366899(vs.85).aspx).

122 Global list
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return False
# Increase our range by the size of the
# default system memory page size
current_page += self.page_size
# Add the memory breakpoint to our global list
self.memory_breakpoints[address] = (address, size, mbi)
return True
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123 User-mode

124 http://code.google.com/p/paimei/.
125 Crash

126 ShapShot

127 Callback

128 Offset
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| bp_set(address, description="",restore=True,handler=None) |

@ ke description zelyly 3,8 51,3 ad 0T 55 ()13l o5 4y dal e Lo 8 Sl gl T 315,> address i)l
i oslitwl 401 ) s 4db g ol a\gtﬁrestoreﬁ\,g.;ﬁAM\@)Jméué)u;al(,u&io;uﬂ;é\ﬁmjfﬁ@\
&b .;wg\}s\;@}du!uml?@); cl:s\g-u\&,aub..&ﬁhandler;ﬁblw;ﬁ sdzee ()10 el y 485 55 Sy o w
SleMbl 5 e 55, s aL ples .l pydbg() S S 4;,,.;5\1@?\});45,;& Sl oK g My 28850 Sl
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printf_random.py

from pydbg import *
from pydbg.defines import *

import struct
import random

# This is our user defined callback function

def printf_randomizer(dbg):
# Read in the value of the counter at ESP + 0x8 as a DWORD
parameter_addr = dbg.context.Esp + 0x8
counter = dbg.read_Process_memaory(parameter_addr,4)

# When we use read_Process_memory, it returns a packed binary
# string. We must first unpack it before we can use it further.
counter = struct.unpack("L",counter)[0]

print "Counter: %d" % int(counter)

# Generate a random number and pack it into binary format

# so that it is written correctly back into the Process
random_counter = random.randint(1,100)

random_counter = struct.pack("L",random_counter)[0]

# Now swap in our random number and resume the Process

dbg.write_Process_memory(parameter_addr,random_counter)

129 callback Breakpoint
130 Context

31 Thread

32 Counter
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133 Crash
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buffer_overflow.py

from ctypes import *
msvcrt = cdll.msvert

# Give the debugger time to attach, then hit a button
raw_input(*Once the debugger is attached, press any key.")

# Create the 5-byte destination buffer
buffer = c_char_p("AAAAA™)

# The overflow string
overflow = "A" * 100

# Run the overflow

msvcrt.strcpy(buffer, overflow)

AS syl 0y 45 dS 5 AS sl access_violation_handler.py (’U Lous L6 S ,ﬁ)b ST Gl g S YV

access_violation_handler.py

from pydbg import *

from pydbg.defines import *

134 Access Violation
135 Buffer Overflow
136 NULL Pointer
137 Stack Frame

138 Binary Patch
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# Utility libraries included with PyDhg
import utils

# This is our access violation handler
def check_accessv(dbg):

# We skip first-chance exceptions
if dbg.dbg.u.Exception.dwFirstChance:
return DBG_EXCEPTION_NOT_HANDLED

crash_bin = utils.crash_binning.crash_binning()
crash_bin.record_crash(dbg)
print crash_bin.crash_synopsis()

dbg.terminate_Process()
return DBG_EXCEPTION_NOT_HANDLED

pid = raw_input("Enter the Process ID: ")

dbg = pydbg()

dbg.attach(int(pid))
dbg.set_callback(EXCEPTION_ACCESS_VIOLATION,check_accessv)
dbg.run()

8 g2 daads |y OT (6l ol ol ot ys s Slj G asl s ol dsyls s 1y OT PID 5 4S™ | -1 1, buffer_overflow.py L6 Yi-

|11, (buffer_overflow.py) cos sl &S sl 53 1, IS &, S | 1 1, access_violation_handler.py L6 Y- .dil.

i g and (e A Lb Ll lik wles S

\ python25.dll:1e071cd8 mov ecx,[eax+0x54] from thread 3376 caused access
violation when attempting to read from 0x41414195

2 CONTEXT DUMP
EIP: 1e071cd8 mov ecx,[eax+0x54]
EAX: 41414141 (1094795585) -> N/A
EBX: 00b055d0 ( 11556304) -> @U ™" B Ox, O )Xb@|V "L{O+H]$6 (heap)
ECX: 0021fe90 (2227856) -> 1$4/7|4|@%,\!$H8|!OGGBG)00S\o (stack)
EDX: 00aldc60 ( 10607712) -> VO'w' W (heap)
EDI: 1e071cd0 ( 503782608) -> N/A
ESI: 00a84220 ( 11026976) -> AAAAAAAAAAAAAAAAAAAAAAAAAAAAAA (heap)
EBP: 1el1cf448 (505214024) -> enable() -> NoneEnable automa (stack)
ESP: 0021fe74 (2227828) -> 2? BUH" 7|4|@%,\!$H8|'OGGBG) (stack)
+00: 00000000 ( 0) -> N/A
+04: 1e063f32 ( 503725874) -> N/A
+08: 00a84220 ( 11026976) -> AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA (heap)
+0c: 00000000 ( 0) -> N/A
+10: 00000000 (0) -> N/A
+14: 00b055¢c0 ( 11556288) -> @F@U™ B 0x, O )Xb@|V "L{O+H]$ (heap)
3 disasm around:
0x1e071cc9 int3
0xle071cca int3
0x1e071cch int3
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from pydbg import *
from pydbg.defines import *

import threading
import time
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5 exe_path = "C:\WINDOWS\System32\\calc.exe"
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return DBG_CONTINUE
else:

# Disassemble this instruction

instruction = dbg.disasm(dbg.context.Eip)

print "#%d\t0x%08x : %s" % (instruction_count,dbg.context.Eip,instruction)
instruction_count +=1

dbg.single_step(True)
return DBG_CONTINUE

dbg = pydbg()

pid = int(raw_input("Enter the PID you wish to monitor: "))
dbg.attach(pid)

# Track down all of the dangerous functions and set breakpoints
for func in dangerous_functions.keys():
func_address = dbg.func_resolve( dangerous_functions[func],func )
print "[*] Resolved breakpoint: %s -> 0x%08x" % ( func, func_address )
dbg.bp_set( func_address, handler = danger_handler )
dangerous_functions_resolved[func_address] = func

dbg.set_callback( EXCEPTION_ACCESS VIOLATION, access_violation_handler )
dbg.set_callback( EXCEPTION_SINGLE_STEP, single_step_handler)

dbg.run()
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from immlib import *

def main(args):

# Instantiate a immlib.Debugger instance
imm = Debugger()

return "[*] PyCommand Executed!"
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from immlib import *
class MyHook( LogBpHook ):

def __init__ (' self):
LogBpHook.__init__( self)
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def run( regs ):
# Executed when hook gets triggered
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158 Data Execution Prevention http://support.microsoft.com/kb/875352/EN-US/.
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Found:
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[*] Finizhed searching for instuctions, check the Log window,
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Slgtand 43 A (gl >l 5l Clablows g1y (XP SP2, 2003, Vista) Calu s Sole (gla Ssdn g 55 oS Sl alablows (e <. DEP
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S g aige al a5 09 ols S5k s IS 4 1y |l U ST ooty 4 dado o3lrl Lo s cpl o708 oslizl s
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3,03 5 and o SN &S ol NitSetinformationProcess()'*

NTSTATUS NtSetInformationProcess(
IN HANDLE hProcessHandle,
IN Process_INFORMATION_CLASS ProcessinformationClass,
IN PVOID ProcessInformation,
IN ULONG ProcessInformationLength );

ol g 1, NtSetinformationProcess() ot S wyls glol b s ¢S gl DEP 055 Jé e ol étﬂz

4 AL Processinformation )l 5 s s"l“ Process-ExecuteFlags(0x22) L ProcessinformationClass
333y Sl 5 ol il 6l Lot AL sl s oS SCie 5 5 (L5 MEM_EXECUTE_OPTION_ENABLE(0x2)
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163 http://www.uninformed.org/?v=2&a=4&t=txt.

164 http://undocumented.ntinternals.net/UserMode/UndocumentedFunctions/NTObjects/Process/NtSetIinformationProcess.html.
165 NULL

A$ d=io simorgh-ev.com : culw w9 (§ o ! 55,5) f o o 0305 el 0S5



\‘d Loy bl — B (S Sl oM (ST gl
\/ @ w“ ﬁ "

iy S35 p 1y Gos e la el b 1) NiSetinformationProcess() «° wb 1 s el ! v_&.,, oslizul 3 ASUs s o

Aaide plasit e (6l 1) Sl opl 47 3505 5 2 5 ntdlILAll s 05N ‘_;\,,'.\J;jm,g&”.mﬁ,ﬂ sslizul LSs Sl 5

@\aub_,;immunityfg{:édt”q&Zgiiw},w\{Xij.uu);ntdll.dllJ'\Swlgau‘}i.g.qudalfq

AL ails

7C91D3F8 . 3C 01 CMP AL,1

7C91D3FA . 6A 02 PUSH 2

7C91D3FC . 5SE POP ESI

7C91D3FD . 0F84 B72A0200 JE ntdll.7C93FEBA

7C93FEBA > 8975 FC MOV DWORD PTR SS:[EBP-4],ESI
7C93FEBD .~E9 41D5FDFF JMP ntdll.7C91D403

7C91D403 > 837D FC 00 CMP DWORD PTR SS:[EBP-4],0
7C91D407 . 0F85 60890100 JNZ ntdll.7C935D6D

7C935D6D > 6A 04 PUSH 4

7C935D6F . 8D45 FC LEA EAX,DWORD PTR SS:[EBP-4]
7C935D72 . 50 PUSH EAX

7C935D73 . 6A 22 PUSH 22

7C935D75 . 6A FF PUSH -1

7C935D77 . E8 B188FDFF CALL ntdll.ZwSetIinformationProcess
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Ji_; el ¢S o) ZwSetInformationProcess 4 il 3 &S s 5, shue a2 3505 (558 Jlb L& (o5l Process (¢l , 1,
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Insert the Asm code to search for x|

JMP ESP

k. I Cancel

S s AL by 5 51 s S e
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vAppPatchhacGenral DLL
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shellcode
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IsDebuggerPresent 5.1.7
ab ol el e 2l Sl kernel32.dll 51 4T ol IsDebuggerPresent b i eslizl Shosds IS £ 3
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7C813093 > /$ 64:A1 18000000 MOV EAX,DWORD PTR FS:[18]
7C813099 |. 8B40 30 MOV EAX,DWORD PTR DS:[EAX+30]
7C81309C |. OFB640 02 MOVZX EAX,BYTE PTR DS:[EAX+2]
7C8130A0 \. C3RETN

Y same 45 1, PEB™' 3T U8 bl 315 50 (5,108 L 315 1 5FS SoLs 55 0x18 T 45 45 TIBY® 03T 31 ily 53 1S
¢S« BeingDebugged 4. L |, EAX Bl 02 o s d